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• Terror
• Cyber space and terror



Terror
What: Violent struggle

How: Against civilians 

Why: Political/social purposes

Whom: Non-State actors (also by states?)  



Roots of Terror

• Ethnic (Tzahania, Kurds)

• Governmental change (Red brigade, Italy)

• Religious

• Politics and economics (ISIS)

• Proxy (Hezbollah, Yemen Houthi)

• Social (poorness)



Characteristics of the New-Age Terror



Lone Wolf

RadicalizedCyber



Lone Wolf

• One morning they decide to 
act

• Based upon long journey with 
“faith”

Who are  they?
When they will act?
How they will act?

Where they will act?









Characteristics of the Lone wolf terrorist
• Men (85%) and Women (15%), age 18 to 35

• Motivate by deep faith or racism 

• Difficult to detect and pre-empt

• Before the act they start to act differently:
• Strange/different behavior 

• Shave beard

• Post their intention on social media

• Somebody knows (Family member, friend..) and fail to report



Motivation

• Group pressure

• Radical belief/religious 

• Revenge 

• Family rejection

• Social rejection and loneliness

• Been mocked by other

• Feeling they not able to preform 
religious ceremonies





World of cyber



The art of 
networks



What is Cyber Warfare?



Cyber warfare – The struggle for data

Control, exploit and defend data, information and information systems



Different types of adversaries

Insiders Amateurs Anarchists Criminals
Terror 

organizations
States



And different types of weapons



To cheap (even free), easy to get, for everyone and
pretty easy to use…



Cyber Warfare

Cyber 
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Cyber Terrorism

Propaganda 
and 

Psychological 
Warfare

Secret 
Communication 
and Networking
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and Training

Intelligence 
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Cyber Attacks



National Infrastructure







Who are the 
cyber-
Terrorist?

• States 
• Terror organizations
• Activist -> Hacktivist
• Lone Wolf



Threat Intelligence Model of Cyber Capabilities



Few Examples…



WELCOME!



Questions?

O7 CDR (ret.) Dr. Eyal Pinko
eyalpinko@gmail.com



Thank you!
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