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“Black market and 

corruption have 

always flourished 

during wartime.”

Kratcoski, Peter C. 2018. 
“Fraud and Corruption in Times of Disaster.” Fraud 

and Corruption (Springer, Cham) 139-157. 
doi:https://doi.org/10.1007/978-3-319-92333-8_8



During January 2020 there where 1,200 COVID19 related attacks.

How many did we see in February and March?

A – February  2,400, March – 5,000

B – February 580, March – 3,650

C – February 10,000, March – 380,000

D – February 3,400, March – 52,000







survivecoronavirus[.]org

vaccine-coronavirus[.]com

coronavirus[.]cc

bestcoronavirusprotect[.]tk

coronavirusupdate[.]tk



“The IC3 was receiving between 3,000 and 

4,000 cybersecurity complaints each 

day, a major jump from prior to the 

COVID-19 pandemic when about 1,000 

complaints were received daily.” 

Tonya Ugoretz

the deputy assistant director of the FBI’s Cyber Division

April 16, 2020



“Since the beginning of the year, the FTC 

has received more than 7,800 

coronavirus-related reports from 

consumers, double what they were about 

a week ago.”

Federal Trade Commission, USA

March 31, 2020



“According to the study of Kaspersky Lab, at 

the beginning of 2020, the number of 

attacks on Russians through scam 

resources increased 10 times to 15 

million, and the number of such pages 

doubled to 10 thousand. The rapid 

increase is associated with the spread of 

the coronavirus.” 

E-Hacking News

May 10, 2020



“Every day, Gmail blocks more than 100 

million phishing emails. 

During the last week, we saw 18 million 

daily malware and phishing emails 

related to COVID-19. 

This is in addition to more than 240 million 

COVID-related daily spam messages.”

Google Cloud

May 10, 2020









FAKE DONATIONS AND GRANTS







FAKE HEALTHCARE ALERTS AND PLATFORMS





IMPERSONATION OF AUTHORITATIVE 

GOVERNMENT ORGANIZATIONS AND 

INSTITUTIONS





“There has been a big increase in 

targeting of the WHO and other 

cybersecurity incidents, 

There are no hard numbers, but such 

compromise attempts against us and the 

use of (WHO) impersonations to target 

others have more than doubled.” 

Flavio Aggio

WHO Chief Information Security Officer

March 23, 2020



HOW TO AVOID CORONAVIRUS-RELATED SACMS?





HEALTHCARE SECTOR –

INSTITUTIONS AND SUPPLIERS





“The healthcare industry is the most 

targeted industry when it comes to COVID-

19 related attacks, with over 20% of 

campaigns targeting healthcare 

organizations.”

VERINT



BANKING SECTOR



“Attacks on Banks Spike 238% , 

Ransomware attacks against the 
financial sector increased nine-fold from 

from the beginning of February to the end of 

April 2020.

27% of attacks so far this year have 

targeted either the healthcare or financial 

sectors.”

VMware Carbon Black



COUNTERFEIT MADICINE







NATION-STATE ACTORS









FAKE DONATIONS







CONSPIRACIES









FAKE NEWS AND MINORITIES
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"Crucified Boy" (Russian: Распятый мальчик, Raspyaty

malchik) was the news episode that was officially titled "A

refugee from Sloviansk recalls how a little son and a wife of

a militiaman were executed in front of her" and was shown on

the state-owned Channel One Russia during the War in

Donbass, on July 12, 2014. It contained information about an

unconfirmed (or faked) case of the public crucifixion of a three-

year-old boy by Ukrainian soldiers at the Lenin Square in

Sloviansk. This episode was later widely used as

, especially

Russian official ones.

The spread of the

news about "crucified boy" was later used for statistical

analysis of the expansion of fake information in modern social

networks and search engines.[5][6]

https://en.wikipedia.org/wiki/Russian_language
https://en.wikipedia.org/wiki/Sloviansk
https://en.wikipedia.org/wiki/Militiaman
https://en.wikipedia.org/wiki/Channel_One_Russia
https://en.wikipedia.org/wiki/War_in_Donbass
https://en.wikipedia.org/wiki/Crucifixion
https://en.wikipedia.org/wiki/Ukrainian_Ground_Forces
https://en.wikipedia.org/wiki/Disinformation
https://en.wikipedia.org/wiki/Mass_media
https://en.wikipedia.org/wiki/Propaganda
https://en.wikipedia.org/wiki/Fake_news
https://en.wikipedia.org/wiki/Statistical_analysis
https://en.wikipedia.org/wiki/Social_networks
https://en.wikipedia.org/wiki/Search_engine
https://en.wikipedia.org/wiki/Crucified_Boy#cite_note-5
https://en.wikipedia.org/wiki/Crucified_Boy#cite_note-6
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THE ENEMY WITHIN



“We're reaching a period where everyone 

is somewhat uncertain.

A lot of the insider threat is driven by 

personal factors.” 

Joseph Blankenship

Vice president and research director with Forrester
May 8, 2020



WORK FROM HOME









THE CONSEQUENCES





“51% of respondents said their workforce is not 

proficient or properly trained in the cyber risks 
associated with remote working.

46% are not confident their web applications are 

secure.

50% have allowed employees to use personal email 

address and personal devices to conduct company 
work.

40% of respondents have cut their cybersecurity 

budgets as a cost saving measure to help tackle the 

COVID-19 crisis.”

Barracuda
May 6, 2020







“The coronavirus is laying the groundwork 

for a massive cyberattack. In fact, I’m on 

record today saying we’ll see the 

largest cyberattack in HISTORY within 
the next six months.

Coronavirus practically guarantees “largest 

cyberattack ever” will soon be plastered 

all over the frontpages.”

Forbes
May 14, 2020



“Hundreds of millions of folks are using personal 

laptops–on unsecured home internet 

connections–to access work files. Many of 

which likely contain confidential information 

and personal data.

Forbes
May 14, 2020

This is a dream come true for cyber criminals. 

Hackers only need to gain access through one 

entry point to seize control of a whole 

network. Once they’re in they can steal data, 

secrets, and even lock you out of the network.” 



“Hackers broke into the networks of America’s 

largest defense contractor, Lockheed Martin, 

by targeting remote workers. If they can 

infiltrate this system, you best believe remote 

workers with little security are easy pickings.”

Forbes
May 14, 2020







“The crisis will end, but the 

threats will persist. 

Protect your enterprise.”

Zscaler
April 23, 2020









“I think we are really going to see 

an unprecedented wave of 

cyber attacks and cyber 

fraud. 

And that's what we're trying to 

prepare our partners and the 

public for.” 

United States Attorney, Scott Brady

March 18, 2020
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