Cyberattacks:
What is the impact on
corporate value?
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Global business leaders understand
there is a new risk — and a new cost
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Last 9 months in Corporate North America

December April April July September

- = DIEBOLD
itetans &) NIXDORE

Largest Medical Largest ATM provider Fortune 500 Hospitals &

Laboratory in Canada in the US healthcare provider
400 Healthcare facilities
3.5 M patients in US & UK

En 2020:
» 96% of companies worldwide have experienced at least one significant cyber-attack

over the last 12 months
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The whole of a company’s value chain can be targeted

Industrial production Labellin General services Retail point of sale
systems 9 & marketing Client data

What is the total cost to the company?
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However, cost evaluation is not clear at the corporate level...

Median cost for cybersecurity
incidents in Europe
Hiscox (2020)

= 51 200 € (Hiscox) Cost of data leak
Rand Corp (2016)

= 200.000%

(up to 0.4% du CA) Cost of data breach

Ponamon Institute (2020)

= $3.86 million
(4

Cost of malware: #NotPetya
(2017)
White House (2018)

= $ 10 Billions worldwide

© Guy-philipe Goldstein



...nor is it for Stock Exchange analysts & shareholders
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2017 - Equifax : a once-in-a-while unique case?

Equifax Stock Price

80.00

Apr 18, 17 Jul 18, 17
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Cyber-attacks: real impact on corporate
value — but depends on business profiles

Type of corporationss with regards to 12 months evolution of TEV post cyber incidents Study by
Sample of 30 incidents
=
pwc
/‘
Impacted but
Resilient
23%
Unaffected
37%

Majority (63%)
of incidents do
impact <
significatively

corporate value

Structurally

PRELIMINARY RESULTS weakened
40%
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Strong impact for “structurally weakened” companies....

Evolution of Stock Price post cyber incident announcement Study by
Sample of 30 incidents — average price for 5-trading days sessions L
pwe
0.0%
Avg.10 Avg.21+ Avg.50+  Avg.125+  Avg.250+ * Potential drivers
— Bad track
-5.0% -6.1% record
— Revealing of
« structural loss » bad mistakes
-10.0% of 20% vs Pre- — Weak
incident on 5 days managerial
avg 12 months )
e oo later reaction

Loss of 6.1% vs. Pre-
20.0% incident on 10 days
average trading days
post announcement

-19.5%

-25.0%
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“Resilient companies” able to rebound and then gain some
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Strong initial loss of 5.7%
vs. Stock price before

announcement —
comparable to « structurally
weakened » group 5.7%
Avg ) Avg.21+ Avg.5 Avg.125+ Avg.250+

9%

0 ... catch up after
-5.7% about 6 months

-8.7%

Study by

=

Rebound achieved in pwc

the critical first 2
months

&

Potential drivers

— Better preparation

— Strong board

— Reactive/Agile
organization

— Quality of internal/
external
communications




Results reflect somehow older findings on reputational risks
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Recoverers vs. non-recoverers
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Source : « The impact of Catatrophes on Shareholder Value », Rory F. Knight & Deborah J. Pretty, Templeton College, University of Oxford, p. 3
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The importance of commercial reputation

% of clients unwilling to purchase again from a

0 . :
% of value linked to Reputation company that suffered a data breach

64%

50%

‘ Fin Info Perso Info

Source: Babson College
Source: Gemalto
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From Public to Private Companies

PUBLICLY LISTED

Risk exposure

* Increased exposure to reputational risks

* ...But better access to debt refinancing & capital

Available data

e Stock price (2007-2018)
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PRIVATE

Risk exposure

* Less exposure to reputational risks

e ..But less transparency / fewer
controls / increased risk exposure

e ...and lesser access to debt
refinancing & capital

Available data

» Altarés / D&B Rating (2018-2019)
* Paydex (2018-2019)
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Global Panel
Increase of bankruptcy risks by 50% by month 3

Study by

Evolution of bankruptcy risks
(N=30 / Base 100: 1 month before cyber incident)
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Focus France
Quicker and harder degradation

Study by

Evolution of bankruptcy risks — Panel France
(N=15 / Base 100: 1 month before cyber incident)
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Focus France
A clear degradation in the number of late payment days

Study by

Evolution of days of payment delay — Panel France
(N=15 / Base 100: 1 month before cyber incident)
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Focus France
A degradation confirmed: comparison with « corporate twins »

Study by

Evolution of bankruptcy risks — Panel France: cyber victims vs corporate twins BESS E
(N=15 / Base 100: 1 month before cyber incident)

Led by
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Focus France
The increase in bankruptcy probability constitutes a clear threshold,
with potential impact on corporate value

Study by

Evolution of bankruptcy probability

(N=15 / Panel France) BESSE
1.8% 1.69% Led by
1.59% 1.59% 1.59% 1.64% h GP Goldstein
1.6% 1.52%
1.4% Reduction of
i -8.5% t0 -9.5% in
1.2%
corporate value
1.0%  0.90%
0.8%
0.69
& Based on
0.4% . Kenth Skogsvik, « Probabilistic Business
Failure Prediction in Discounted Cash
0.2% Flow Bond and Equity Valuation”,
Stockholm School of Economics, 2006
0.0% *  Growth assumption: 3% per year
Pre  Month 1 Month 2 Month 3 Month 4 Month 5 Month 6 *  Model: increase of banrkuptcy prob.

from 1% to 2% leads to reduction in
corporate value by -12.2%
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Over time, cyber risk awareness by analysts is stronger

% of stock price decrease on Friday post announcement

2013 -

2014 -

2015/16* -

| | || || |
-3.0% -2.5% -2.0% -1.5% -1.0% -0.5% 0.0%

Source: CGl, Oxford Metrica
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All business sectors are not created equal

% of stock price decrease on Friday post announcement

Retail, Hospitality, Tourism -0.4%

Health -0.7%

Technology 2.1%

Industry -2.3%

Communication -2.6%

Finance -2.7%

-3 -2.5 -2 -1.5 -1 -0.5

o

Source : CGl, Oxford Economics
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Potential drivers

State of preparation re Cyber Risks Quality of incident response

Business profile Exposure to « Digitalisation » of
business activities
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Trust is easy to lose — for a long time

Equifax: Stock Price
(18/4/17 to 26/11/18)

$142 on 28/8/17

Data Leak
Announcement

------------------------------------ (7/9/17)

$93 0on 9/11/17
(-35%)

i $93 on 26/11/18
||||I||.|...._.... g (-28%)

May Jul Sep Nov

O Vulnerable on 3 dimensions:
= Competence(®
*= Honesty/Legal (2
= Ethical @

© Guy-philipe Goldstein 26
Source: (1) https://en.wikipedia.org/wiki/Equifax#May%E2%80%93July 2017 data breach (2) https://www.wsj.com/articles/fbi-looking-into-equifax-data-breach-1504902745 (3)

https://finance.yahoo.com/news/why-equifax-inc-stock-fell-235300950.htm|
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