
Cryptocurrencies and their 
impact on crime 



A Brief History of Bitcoin/Crypto 

• 2008 Satoshi Nakamoto publishes the Bitcoin 
whitepaper 

• 2009 First Bitcoin transaction 

• 2010 Lazlo Hanyecz paid 10,000 bitcoins for two 
delivered pizzas  

• 2011 Bitcoin reached parity with the U.S. dollar for the 
first time (1 USD = 1 BTC)   

• 2012 First Bitcoin Halving Day observed  

• 2013 Total bitcoin market capitalization exceeded 
$1billion USD for the first time  
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A Brief History of Bitcoin/Crypto 

• 2014 Tokyo-based bitcoin exchange Mt. Gox begins 
to collapse 

• 2015 European Union issued its first ever ruling on 
bitcoin 

• 2016 Bitfinex was hacked  
• 2017 Japan categorized bitcoin as legal tender 
• 2018 Bitcoin the price dropped 60% 
• 2019 Hackers stole $41 million in BTC from Binance 
• 2020 The third bitcoin halving occurred  
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Characteristics of Bitcoin and other 
Cryptocurrencies 

• Private 

 

• Decentralized 

 

• Digital 

 

• Cryptocurrency 
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Classic bank payment / BTC payment 
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Bitcoin Blockchain 

• Highly durable 
 

• Highly portable 
 

• Highly fungible 
 

• Highly divisible 
 

• Highly resistant to counterfeiting 
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Bitcoin and Cryptography 

• A decentralized peer-to-peer network 

• A public transaction ledger (the blockchain) 

• Distributed mining and the “Proof-of-Work” 
consensus algorithm 

• A decentralized transaction verification system 

• Cryptographic hash functions 

• Public Key Cryptography (i.e. ECDSA)  
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Generating a Bitcoin Address 

https://bitcoinpaperwallet.com  
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https://bitcoinpaperwallet.com/


Cryptocurrencies 

• Bitcoin 
 

• Bitcoin Cash 
 

• Litecoin 
 

• Privacy Coins (Monero, Zcash, Dash, Grin) 
 

• Ethereum (Platform) 
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Bitcoin (BTC)  

 
• First Block: 3 January 2009 

• Consensus Mechanism: Proof-of-Work 

• Average Block Time: 10 minutes 

• Total Supply Limit: 21 million bitcoin 

• Current Circulating Supply: 18.57 million 

• Market Capitalization #1: $430 billion (24 
December 2020) 

 
Source: https://coinmarketcap.com  
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https://coinmarketcap.com/


Bitcoin Cash (BCH) 

• 1 Aug 2017: Bitcoin Cash (BCH), also referred to 
as Bcash, emerged out of a hard fork of Bitcoin 
(BTC) prior to SegWit activation, due to a 
disagreement  

• Consensus Mechanism: Proof-of-Work 
• Average Block Time: 10 minutes 
• Total Supply Limit: 21 million BCH 
• Current Circulating Supply: 18.6 million 
• Market Capitalization #6: $5,2 billion (24 

December 2020) 
 
 
 

Source: https://coinmarketcap.com  
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https://coinmarketcap.com/


Litecoin 

• 13 Oct 2011: Litecoin(LTC) went live as a Bitcoin fork. 

• Rank: #5 with total market capitalization of $6,9 
billion(24 Dec 2020). 

• Total supply: 84 million. 

• Average blocktime: 2.5 minutes. 

• Consensus Mechanism: Proof-of-Work utilizing the 
‘Scrypt’ algorithm which is an alternative to SHA-
256usedinBitcoin.  

• Litecoin was often referred to as the 'silver‘ to Bitcoin's 
digital 'gold.' 

 Source: https://coinmarketcap.com  
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https://coinmarketcap.com/


Privacy Coins –Monero 

• One of the most well-known privacy coins 

• Rank: #14 with a total market capitalization of 
$2.8 billion (30 Dec 2020) 

• Total supply: 17,788 million. 

• Average blocktime: 2 minutes. 

• Consensus Mechanism: Proof-of-Work 

• Monero uses two techniques to make tracing 
difficult: Ring signatures and Stealth Addresses. 

 

 

 

Source: https://coinmarketcap.com  
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https://coinmarketcap.com/


Privacy Coins –Monero 

• Stealth Addresses are used to hide recipient 
addresses 

 

• Ring Signatures is a type of group signature 
that obfuscates/hides the transaction history 
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Privacy Coins –Monero 
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Privacy Coins –Dash 

• First blocked mined on 18 Jan 2014. 

• Rank: #31 with total market capitalization of 
$976 million (30 Dec 2020) 

• Total supply: 18,9 million. 

• Average blocktime: 2,6 minutes. 

• Consensus Mechanism: Proof-of-Work 

• Dash features: InstantSend and PrivateSend 

 

 

 

Source: https://coinmarketcap.com  
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https://coinmarketcap.com/


Privacy Coins –Zerocoin/Zerocash 

• Rank: #38 with total market capitalization of 
$683 million (30 Dec 2020) 

• Total supply: 21 million 

• Average blocktime: 75 seconds. 

• Consensus Mechanism: Zero-Knowledge-Proof 

• Zerocash features: zk-SNARKs 

 

 
Source: https://coinmarketcap.com  
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https://coinmarketcap.com/


Ethereum 

• Platform tokens – consumer tokens 

• Genesis Block: 30 July 2015 

• Rank #2 with total market capitalization: $111.2 
billion (04 January 2021) 

• Average Block Time: 13 seconds 

• Total Supply Limit: None 

• Current Circulating Supply: 114 million ether 

• Consensus Mechanism: Proof-of-Work; shifted to 
Proof-of-Stake 

 

 

 

Source: https://coinmarketcap.com  
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Criminal use of Cryptocurrencies*  

• Money laundering 

• Scams 

• Ransomware 

• Hacks (cryptocurrency theft) 

• Darknet Markets 

• Terrorism Financing 

*Source: https://go.chainalysis.com/2020-Crypto-Crime-Report.html   
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*Source: https://go.chainalysis.com/2020-Crypto-Crime-Report.html   
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Money laundering 
 

• Money Laundering: The concealment and 
disguise of the origin of illegally obtained 
funds, typically by the means of transfers  

• It’s common denominator between all forms 
of crypto crime 

• “How to turn this crypto in cash?” 
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Money laundering 

• Mixers and Coin Join services 

 

 

• Shift BTC-Altcoins-BTC 

 

 

• Using Local Bitcoin exchange  
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Scams 

• Biggest treat in crypto crime  

 

• Reason is because crypto world sent message: 
“get rich quick” 

 

• Ponzi schemes – 92% in 2019* 

 

• Sextortion (Blackmail) scam 

*Source: https://go.chainalysis.com/2020-Crypto-Crime-Report.html   
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Ponzi schemes 

• A Ponzi scheme (also a Ponzi game)  is a form 
of fraud that lures investors and pays profits to 
earlier investors with funds from more recent 
investors 

Image Source: https://coinclarity.com/thursday-checkup-4-5-18/  24 
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Sextortion scam 

Image Source: https://www.uttyler.edu/iso/phishwebcamvideo.php   25 
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Ransomware 

• Ransomware is a type of “malware” that 
restricts access to infected computers and 
requires victims to pay a ransom in order to 
regain full access to their data.  

• Spear phishing emails or visiting an infected 
website  

• Typical ransoms demand in BTC and Monero 
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RaaS 

• Hackers who develop ransomware technology 
now allow less sophisticated hackers to rent 
access to it-Ransomware as a service (RaaS)* 

*Source: https://go.chainalysis.com/2020-Crypto-Crime-Report.html   
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Hacks (cryptocurrency theft) 
 

• Exchange Hack- Mt Gox, KuCoin* 

 

 

 

 

• Personal Hack – Trojans, Social Engineering 

 

*Source: https://go.chainalysis.com/2020-Crypto-Crime-Report.html   
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Darknet Markets 
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Darknet Markets 
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Darknet Markets 

*Source: https://go.chainalysis.com/2020-Crypto-Crime-Report.html   
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Terrorism Financing 

• Terrorists have found in cryptocurrencies a 
great way for their hidden financing 
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Ibn Taymiyyah Media 
Center’s 

*Source: https://go.chainalysis.com/2020-Crypto-Crime-Report.html   
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Conclusion 

• Cryptocurrencies are becoming the main 
means of work of organized criminal groups 

• Essentially all forms of crime end in money 
laundering 

• Greed and lack of knowledge of people lead to 
an increase in cryptocurrency fraud 

• Technology that changes the way 
investigations are conducted 
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THANK YOU 

Vladimir Vujic 

Head of Serbian Cybercrime Department 
vladimir.vujic@mup.gov.rs  
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